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Threat, Vulnerability, and Asset Intelligence feeds
provide current intelligence to enhance value of
threat monitoring and vulnerability analysis. The
feed updates can be done on-line from a feed
source, or off-line when an Internet connection
to the feed source is not available.
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3.2. CONCEPTUAL VIEW OF AN ENHANCED INDUSTRIAL CYBER SOC

In this model we introduce additional services and technology solution components into the previous basic model. This
model addresses the consolidation of other security solutions and operational management services associated with
infrastructure operations for more effective operations and leveraging skills and systems insight capability in a single
consolidated operations centre. This could be a longer-term goal of deploying your SOC strategy dependent on where you
found yourself today and your roadmap for the foreseeable future. In the next diagram we introduce these additional
services and potential integration points with your bigger OT infrastructure operations model and services.
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Figure 5: Conceptual View of an Enhanced Industrial Cyber SOC

Points to notice from the diagram above (lets focus in again):

Systems Backup
View

System Backup Information:

* Operational monitoring of your cyber asset's
data and system backup/restore capabilities.

* Consider importing this asset status information
into your Cyber Asset Management repository
for a consolidated asset information view.
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Infrastructure Support Services

Patch Management Firewall

Changes and Administration Other
Intrusion Detection Changes
Endpoint Security Management
Remote Access Management and
Administration Active Directory
Management Data Backup/Restore
services Help Desk Services

Capabilities
(integration as
required)
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Migrate other Security Technology
management and Operational Maintenance
or Support Services into your SOC as
required and to flatten the boundaries
between support teams making them more
efficient with assets and incident information
consolidated and easily accessible.

Nt

Service Request Management (Request, CCM, Approval, Implement, Test, Sign-off)

Service Incident Management (Incident ticket, notification/escalation, Problem analysis, remediation assistance, reporting)

Service Delivery Management (Resources & Issues, Customer satisfaction, service change requests, SLA reporting)

Further enhance Operations and Support capabilities by integrating access and information exchange with

Operational Services Management systems into the SOC.
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Foundational Building
Blocks for a Better
OT Environment

Organizations need solutions that will accelerate their digital transformation
by providing exceptional network visibility, threat detection-and.,operational
insight to this environment. Various technology capabilities irﬁplemented

over time or through acquisition, provide disjointed or partial insight.into the
daily operational stability of the OT infrastructure. These solutions or
capabilities need to be consolidated to ensure centralized and effectiw\
management of the environment against threats or outages that can

destabilize the Industrial Control Systems (ICS) environment directly
effecting production and the safety of personnel.
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4. Building and Maintaining
SOC Operations Skills

Running an efficient SOC demands more than just technology capabilities (tools, alerts, and comprehensive
monitoring status information). You need to invest in good SOC analysts’ skills, processes, and procedures that
governs the daily activities of these skilled analysts. In this paper we will not discuss these People and Process
related capabilities in any more details but will lists some key capabilities that you need to consider. A more
detailed dive would be the topic of another paper.

4.1. PEOPLE CAPABILITIES

+ Multi-Tiered Operations analysts (from trivial identification and classification of incidents through expert
analysts with deep technology and cyber-threat experience)

* Team leadership skills (oversight/mentoring and regular management reporting and/or escalation capabilities)

* Maintaining staff skills (rotation, on-the-job training, vendor technology certifications, Cyber Security threats
research and threat feeds awareness training)

4.2. PROCESS AND PROCEDURES CAPABILITIES

* Checklists, procedures, and incident management systems for all monitoring and response activities

Incident Management processes and procedures (identification, classification, incident reporting, limited
* remediation assistance as required, emergency response, and communications procedures)

* Staffing coverage models (scheduling of resources to cover hours of operations)
If an enhance SOC model is your target model, then people skills, people skills, processes, and procedures

capabilities, would also extend to daily remediation, maintenance and support activities listed in Conceptual
View of an Enhance SOC model above.

The above is in no way a complete list but is a good start to focus building baseline capabilities. Annual
assessments of the operations for process improvement purposes would be strongly recommended.
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5. Benefits

Benefits that organizations may expect to realize when they start adopting the implementation of these Cyber
Security Monitoring capabilities in their OT infrastructure operations departments and start consolidating them
into a Cyber SOC, are:

An up-to-date and dynamically maintained OT assets inventory providing meaningful details of those assets
(e.g., firmware level, known vulnerabilities, physical location) for day-to-day monitoring and support purposes.

Visibility into threat and anomalous network traffic in the OT network, allowing for early detection and
resolution or prevention of cyber threats (security or system malfunction) in the environment.

Ongoing management and tracking of system configuration changes, ensuring baseline deviations are detected
and corrected before it could result in security incidents or misuse of system resources.

Proactive and reactive monitoring and responding to threat insights or breaches to control systems, specifically
down into the lower layers, will result in timeous detection of potential disruption or degradation of services.

Planned and controlled Maintenance and Support activities of critical infrastructure components in the ICS
environment, where changes, system upgrades, and security patching may be limited to plant maintenance or
turn-around cycles only.

Reliable and efficient critical systems and databases backups and recovery processes that ensure fast rebuild or
restore of systems effected by malicious or accidental disruption and lost of system or data capabilities.

Reliable and secure user access management (local and remote) with strong authentication (where required),
access control enforcement, and tracking activities enable required and authorized workforce to securely access
all systems within their support boundaries.

Skilled and knowledgeable support staff with the current insight and access to tools to operate effectively in an
ICS environment, including the ability to work with both process engineers and ICS automation technology
vendors while adhering to regulations and processes.
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5. Summary Conclusions

Dexcent with several years of experience in Industrial Control Systems (ICS) has successfully delivered several
industrial Cyber Security engagements and solutions helping our clients to improve their Cyber Security posture
and resiliency. Dexcent has noted that:

Modernization of OT network traffic insights is key to OT asset discovery, network monitoring, vulnerability
management, and threat detection challenges that are common in the present day industrial Operational
Technology (OT) environment.

Deploying a modern Network Monitoring and Threat Detection solution helps to align organizations' Cyber
Security goals as well as it hastens better decision making, operational support and remediation outcomes.

Consolidating asset and threat monitoring, and cyber OT infrastructure support processes into a Cyber SOC
has many benefits and will enhance your ability to detect, protect, respond, and recover in a much shorter
timeframe, potentially with less resources.

About Dexcent

Founded in 2006, Dexcent Inc. is an engineering consulting and industrial automation company that provides a
range of specialized solutions for clients in a variety of industries throughout the world. Our professionals have
modernized IT and OT engineering methodologies into comprehensive solutions, specializing in information
analytics, Cyber Security, infrastructure, and control systems engineering. As such, we pride ourselves on truly
transforming industrial operations to optimize business performance and deliver bottom-Lline results.
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Ready to Discuss

For more information about our services, contact us at
+1(780) 482-4100, sales@Dexcent.com or visit dexcent.com

© 2020 Dexcent Inc. AlL Rights Reserved. This document is supplied by Dexcent Inc.
and is confidential. This document cannot be provided to anyone other than the
addressee (including its employees) without Dexcent's written consent.




